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Viv cinh biio mi d6c Valley RAT vd tdng

cudng dim bao an todn th6ng tin mang

Ddng Nai, ngdy 0) thdngtl ndm 2025

Kinh grii:

- C6c sd, ban, ngdnh cta tinh;

- UBND c6c phudng, x5.

Qua c6ng t6c ph6i hgp gi6m s6t tl6m b6o an ninh, an todn th6ng tin mang

cho ciic hQ th6ng th6ng tin cta tinh, C0ng an tinh dd ghi nhAn chi6n dich t6n

c:6ng mang c6 ch0 dlch th6ng qua viQc ph6t t6n c6c rQp tin dQc hai gi6 mao vbn

bdn hdnh chinh ctia co quan nhd nu6c1. Qua phAn tich, phdt hi6n cric tQp tin ndy

chria md dQc Valley RAT - mQt loai Remote Access Trojan (RAT) c6 khi ndng

chi6m quydn dieu khi,5n hQ th6ng. tii th6m plugin d6c hpi vd drinh cip dt liQu.

Ma dQc ndy li0n ktit vdi m6y chi di6u khien (C2) cfr dia chi 27.124-9.13. Khi
ngudi ding m6 tQp tin, hQ th6ng sE bi chii5m quy€n di6u khi6n, din el6n nguy co

i ..ro ri dD liQu. m6t an ninh, an toiirr th6ng tin.

D6 cht d6ng phdng ngta vd h4n ch6 thiQt hai do md dQc g6y ra. C6ng an

tinh DOng Nai d,i nghi c6c co quan, ilun vi, tlia plrurmg khAn truung tritin khai

cdc n6i dung sau:

l. 'l'idp tr,rc tri6n khai cdi d[t phan m6m diQt virus EDR theo C6ng vdn s6

59/SKHCN-CDS ngiry 081712025 cria Sd Khoa hoc vd C6ng nghQ d6i vdi toan

bQ m6y tinh C6c sd, ban, ngdnh; UBND cric phuong, xd ffen dia bdn todn tinh

Ddng Nai.

2. Xdy dgng phuong 6n rlng cuu su 
"6 

an todn thdng tin mang trdn ccr sd

KC ho4ch sO Z9IKH-UBND ngdy O5lgl2\25 cria UBND tinh D6ng Nai vd grii
k6t qud vi, C6,.,g an tinh (qua Phdng An ninh mang vd phdng, ch6ng tQi pham srl

dung c6ng nghQ cao).
^ --,;3. Kh6n trucrng xiiy dgng h6 so c6p clQ an todn hQ th6ng th6ng tin, trong

: ,.^do cac don vi cdn nghien cru k! cdc vdn ban hu6ng dan nhu Ngh! dinh

85/2016/CP ngdy 011712016 cta Chinh phri vd Th6ng tv s6 12/2O221TT-BTTTT

' oll tHAo Nolll quv6t-oer H6r.exe, eAo cAo rAl crrfNHz.exe. coNG vAN uoa r'6c c0e
ctliNH pHu.erc, rrO TnO rg rnat rHut.exe, BIAN BAN eAo cao qut rtt.e*e



ngiry 121812022 cira BQ Th6ng tin vd Truy€n thdng, d6ng thdi ph6i ho. p C6ng an

tinh (don vi chuyAn tudch tlam bdo an todn th6ng tin mang cia tinh Eing Nai)

trudc khi dd nghi tham dinh vd ph€ duyQt c6p dQ'

4. Khi x6y ra sg c6 (bi nhi6m md dQc, m6t an toan thdng tin...) cAn khAn

truong c6 l6p thi6t bi, ngat k6t n6i Intemet, ghi nhfln lai hoat dQng b6t thudng vd

bdo ngay cho cdn bQ phu trdch an rodn th6ng tin hoac B0 phqn thuong mrc cua

DQi rmg cftu su c6 an todn th6ng tin m4ng tinh Ddng Nai, dia chi: SO 1374

dudng Ph4m VIn Thufin, phudng Tam HiQp, tinh Edng Nai; s6 di€n thoai:

02513.685.134; dia chi thu diQn tfr: ucsc@dongnai'gov.vn d6 duqc h5 trq, xri li'
C6ng an tinh E6ng Nai de nghi l6nh dao c6c co quan, don vi, dia phuong

quan t6m, chi rl4o thyc hiQn nghi0m tric c6c nQi dung tr6n. Trong qu6 trinh tri6n

khai, nt5u c6 kh6 kh6n, ru6ng mic, dd nghi 1i6n hQ C6ng an tinh E6ng Nai (qrra

ding chi ThiAu n Nguydn Chi Hiiru - Phd DOi tradng, Phdng an ninh mqng vd

phdng, chting tQi phqm s* du nghQ cao, s6 di€n thoqi 03gl 443 637 ) dC

duqc ph6i hqp thuc hiQn./.
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